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1.0
INTRODUCTION AND POLICY STATEMENT
Kilmarnock College computing facilities are provided to support College staff and students in teaching, research, communications and College business activities. Computing facilities include stand-alone or networked PC’s, laptop computers, software, computer discs, e-mail, internet, terminals, servers, hubs, routers, printers, photocopying equipment attached to computing systems, cabling, network systems and any other equipment attached to or generally recognised as information technology equipment or systems.
All users have the responsibility to use the College computing systems in an effective, efficient, ethical and lawful manner. The ethical and legal standards that are to be maintained are derived directly from standards of common sense and common decency that apply to the use of all College facilities.
This policy is designed to set out a framework for the use of the facilities and to provide guidelines of acceptable behaviour in using the facilities.
Reasonable personal use of the College’s computing facilities is permitted. Such personal use should be confined to the users’ own private time and be consistent with the overriding responsibilities placed on users to operate the computing systems in an effective, efficient, ethical and lawful manner. This tolerance on personal use may be withdrawn at any time without notice.
2.0
CONDITIONS OF USE
As a condition of use of any of the College’s computing facilities, the following are expressly prohibited: -
· To do anything which could harm the College’s reputation. 

· Copying any software to or from the computing facilities without authorisation. 

              Authorisation may only be given by the following:-
(a) ICT/MIS Manager - for all PC applications.
(b) Kilmarnock College Vice Principal.
(c) Kilmarnock College Assistant Principals for applications required for lecturing after consultation with (a)-(b).
(For the avoidance of doubt, screensavers are software and must not be downloaded from the internet or copied from discs. Only screensavers, which are part of the installed system, may be used or those additional screensavers that are installed by the ICT Support staff.
· Accessing, storing or sending abusive, defamatory, offensive, pornographic, sexually suggestive, racist, sectarian or unlawful material. This list is not exhaustive and may be added to at any time as necessary. 

· Sending any communication by computer facilities that would not be authorised if on a paper format (note: this includes the sending of "chain e-mail" letters/messages ). 

· Unauthorised access to, or alteration or deletion of data stored on College computer facilities.
  

· Computer users must NOT be logged on to more than one computer at any one time (No Multiple Logins) 

· Circumventing or attempting to circumvent or overcome any security system designed to protect the College’s computing facilities. 

· Without authorisation, attempting to use, or actual use of another user’s password, files, discs or data or alteration/deletion of another user’s material. 


· All staff and students must follow all Kilmarnock College policies and procedures regarding the control of college data and ICT equipment.
· Using the College’s computing facilities for the business purpose of anyone other than the College.
  

· Computer users must not use Kilmarnock College ICT equipment or thumb drives to access remote proxy web sites.
3.0
E-MAIL GUIDELINES
1. Be polite; be restrained.
2. Never disclose your individual password to anyone.
3. Change your account password regularly to preserve the security of your files.
4. Be very careful when opening files attached to e-mail messages received from external resources, even from senders known to you - they may contain viruses. If in any doubt, do not open the file and contact a member of the ICT Service staff.
5. Respect the rights of others; users shall not engage in private or public behaviour that creates an intimidating, hostile or offensive environment for others.
6. Report any suspicion of failure or virus contamination to a member of the ICT Service staff without delay.
7. Do not use e-mail systems to communicate grievances.
8. The use of the "Staff" post-box address should be used sparingly and carefully. Use should be restricted to subjects of genuine interest or concern to all staff.
9. Regularly inspect e-mail folders - in, out, sent, deleted, waste-bins or named - for unwanted messages or files and clear as necessary. This discipline, if regularly performed, will greatly save central disc space and make the whole system operate more efficiently and maintain system speed.
4.0 VIOLATIONS OF CONDITIONS OF USE
Violations of these conditions - e.g. unauthorised use of another user’s account; tampering with another users’ files, discs, tapes or passwords; harassment of other users; unauthorised copying or distribution of copyrighted or licensed software or data; deliberately wasteful practices; online behaviour that intimidates or offends - are certainly unethical and unprofessional and may be violations of other College policies and may also be criminal offences. Users should report instances of violations to the ICT/MIS Manager and/or the Vice Principal of the college.
When possible violations of these conditions of use are reported or discovered, the Vice Principal may take all or any of the following actions: -
· Instigate an investigation into the alleged or actual violation. 

· With due regard to the rights of privacy of users; examine files, passwords, computer logs, accounting information, printouts, discs, or other material, which may aid the investigation. Users, when requested are expected to co-operate in any such investigation. 

· Where possible unauthorised use of the computing resource is encountered, the ICT Support Manager shall notify the user and alert the Senior Director of Corporate Services. The user is expected to take remedial action or to indicate that such use should be permitted. 

· Impose limitations or suspend the use of computer facilities from a user suspected of violation of the conditions of use until such times as the investigation is complete and a final determination has been reached. 

· Kilmarnock College is aware of the importance of Blogs and Chat rooms for education, however the college has a duty of care for it’s students and endeavours to make sure all inappropriate Blogs and Chat rooms are blocked.  The college recognises that students during their course may ne required to access certain Blogs or Chat rooms, lecturers can request to have these unblocked at the firewall though ICT Services.
Users should be aware that confirmation of unauthorised use of the College’s computing facilities; violations of the conditions of use or ignoring the guidelines on e-mail use may also result in disciplinary review under the College’s Disciplinary Procedure for staff and the College’s Disciplinary Procedure for Students.
Users should be aware that systematic logs are regularly taken of internet and e-mail traffic. The logs are regularly inspected as part of the audit systems in place to control and monitor the College’s computing facilities. Similarly, audit software is used to perform audits of individual PC’s to ensure that no illegal software or abusive, defamatory, offensive, pornographic, sexually suggestive, racist, sectarian or unlawful material is stored on the PC. Any instances of violations of the conditions of use of the computing facilities are reported to the Vice Principal for action as appropriate and explained above. Illegal software will be removed without notice to the user.
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